Are you only watching the surface?

Secur"’al:

COMPLIANCE SOLUTION

DOMINO 10 READY

SecurTrac is a non-disruptive and non-intrusive compliance solution for corporate governance
and auditing. It is the only complete audit trail system that tracks the life cycle of all user
activities and other objects within IBM Notes and Domino. SecurTrac is completely scalable and
can be configured to meet the compliance and auditing needs of any business — whether you’re
a SMB or large enterprise.

SecurTrac Monitors

Mail Monitor
e Tracks and monitors all e-mail messages and associated events
- send, receive, open, update, delete, route, undelivered and
illegal open.
e Logs all e-mail delegation activities.
e Specifies whose e-mail messages and which events are to be
monitored.

Database Monitor

e Logs document changes(Create/Update/Delete).

e |ogs design element changes.

e | 0gs database agent activities.

e L 0ogs Access Control List (ACL) changes.

o User-definable document selection criteria.

e Stores attachment versions and embedded objects.

Domino Directory Monitor
e Logs all changes - open, update, addition, deletion.
e Logs any design element changes - forms and field changes.

Notes.ini File Monitor

e Logs content and/or last modified time changes.

e Records all changes even if files are edited with an external
editing tool.

o Displays changes as well as previous parameter values.

Intrusion Detection Monitor

e | .0gs and monitors occurrences of malicious events — illegal access to
databases, illegal database creation, illegal server access, database
deletion, access without authorized public key and more.

e Select from a list of pre-defined events or specify user-defined events.

User Activity Monitor
e Monitors user database activities - (Database Open, Database Close,
View Open, Document Create/Open/Update/Delete).

Notable Features

Mail Policy Filter

e Enforcement to filter out, quarantine and report on e-mail that violates
configured SecurTrac e-mail policies.

o Will not interfere or conflict with any Domino Anti-Virus software.

e Create new e-mail policies easily using the new SecurTrac Formula Wizard.

SecurSearch

e Now it is possible to perform searches across user mail databases in
addition to SecurTrac logs.

e Searches can be performed using Domino Full Access Administration
security settings.

e Searches can be executed by the Domino server for optimized performance.

e Use the intuitive Formula Wizard to select a wide range of search criteria.

o Ability to save and reuse search query settings easily.

e Export search query results into a CSV file format.

e All searches performed using SecurSearch can be logged for auditing
purposes.

Criteria to Match - New Formula Wizard
Use the new Formula Wizard to select more specific granular monitoring
conditions. No more need to know formula language!

Bulk Action Detection

SecurTrac’s bulk action detection feature can be configured to monitor for any
bulk action that occurs within your Domino environment, such as bulk deletion
of e-mail or database documents.

Easily restore deleted or updated documents, design elements and
ACL

Available in the Database and Domino Directory monitors, is the option to export

the original document/design element/ACL into a DXL format. From the SecurTrac
log, at the click of a button, the administrator can rollback deleted or modified
documents/design elements/ACL back to the version that is stored in the SecurTrac
log document.
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COMPLIANCE SOLUTION

Why choose SecurTrac?

DOMINO 10 READY

¢ Enables compliance for internal and external regulations suchas SOX, HIPAA and CFR Part 11

¢ Facilitate eDiscovery over voluminous data which is impossible to conduct manually

¢ The presence of a data auditing tool has been proven to reirforce proper behaviour within organizations
e Award-winning solution that has consistently met the needs of the Notes /Domino community

¢ Highly cost-effctive for Domino based environments

Action Details Relea
Initiator : Bily Black/Thunder Time : 12/17/2007 08:53:16 AM EST
Database Title: Employee Record Database Database Path: Employee nsf
Form : FEmployee Action : Update
Document 1D OF070CB282:AF438279-ON85257381:0054D5F4  Is From Replication: No
Last Updated By : Billy Black/Thunder Last Updated Time : 12/17/2007 08:53:16 AM EST
Triggered by Monitor :  Monitor HR Database
nnec n Dy
Service : nserver Connection : Direct
Protocol - TCP Address - 192.168.0.102:1800
Document Dela
Monitor Fields | RichText | Attachment |
Feld Name New Value Original Value
Comments Promoted to Director - Yeardy bonus plan. Promoted to Director - Needs family benefits.
Details
Emp DateOf Birth 10/14/1585 10/14/1585

System Requirements :

Windows Server 2008/2012/2016, IBM AIX or Linux

Domino 8.5.x or above (32-bit or 64-bit versions)

For a complete listing of all system requirements, please visit
http://extracomm.com/home.nsf/www/strpodreq

About Extracomm Inc.

Extracomm Inc. is the leader in providing add-on applications
that streamline and secure the Notes/Domino environment.

With more than 100 resellers worldwide, Extracomm focuses on
solutions that are scalable to both large enterprises and small to
medium business.
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